DAFTAR ISI

HALAMAN LEMBAR PERSETUJUAN .......cccooiiiiiiinieeceneeene il
HALAMAN LEMBAR PENGESAHAN .......ccoooiiiiiiiiieceee, 111
HALAMAN LEMBAR PERNYATAAN ....ccoooiiiiiieeeeeeeee v
KATA PENGANTAR ..ottt v
ABSTRAK ..ot vii
ABSTRACK ...t viil
DAFTARIST ..o e 1X
DAFTAR TABEL ..ottt xil
DAFTAR GAMBAR ..ot X111
BAB I PENDAHULUAN .......ooiiiiiiiiee et 1
1.1. Latar Belakang .......00cevvieo et 1
1.2. Rumusan Masalah .........ccccooeeviopiininiiniicceeceeee e 2
1.3. Batasan Masalah ..o o i 2
1.4. Tujuan Penelitian ......c....ccoeeoieihiiiie st 3
1.5, Manfaat oo e 3
BAB II TINJAUAN PUSTAKA 7 e eeeee et ee e e 4
2.1. Implementasi ...u....on. b s SN L AT 4
2.2, ANALISIS weiiiiiiie et e 4
2.3. KeAmMAaNAN .....coouviiiiiiiiiiiii it e ad s sstiee e adeeeaeeeeeneeeeaeees 4
2.4, SEFVEF ..ot e 5
2.5. HOR@YPOL ..ottt 5
2.5.1. HONEYPOt COWFI .ccccneeeeeeiieeeeeee et eee e enee e 5
2.5.2. HONEYPOL KIDPO ....oooeeeieieiiieeeieee et 5
2.6. Intrusion Detection SYSTEM ..........ccccueeeeecueeeeeeiiieeeeeiieeeeeeieeeeeans 5
2.6.1. Jenis-Jenis Instrusion Detection SyStem ...........cccccceeeveeevennnn. 6
2.6.2. Cara Kerja Intrusion Detection SyStem ............cccccueevveecurenneenne. 7
2.77. SSH (Secure SHEll) .........ooeeueeeeiieeiieeieeeiee ettt 8
2.8. RASPDEITY Pl oottt 8
2.9 NIAP ..ottt 9



201 MEAUSQ ...
2020 PUTEY ettt ettt
2.13. ACCESS POINL ...ttt
B T 1010 o PRSPPI
2.15. Network Development Life Cycle ..............cccoeeueevvencueeciannnnnnnn.
2,151, ANALYSIS oviiiiieiieeieeieeete ettt
2.15.2. DESIGN et e
2.15.3. Simulation ProtOtyDINg ...........ccceeeeuveeecueeeeieeeeieeeereeeeiee e
2.15.4. IMPLEMENIALION ..ot
2.15.5. MORIEOVING oottt
2.15.6. MANGZEMENL .........eeeeeeiieeeeeeeeeeee et e
2.16. Tabel Penelitian Terkait ............ccoceeiiiiiiiiiiiiieees
BAB III METODE PENELITTAN ..o
3.1 MELOAE ..o b
B 110 ANGLYSIS ..o ciivine s iivae e st e ira s draene s s ia e e e e ere e aeeaaesaaaens
3.1.2. DeSI@R «......ooeeeeeirieaieeaniaanes B N oot
3.1.3. Simulation Prototyping .......... v

3.1.4. Implementalion. ................c...osmvuusesenncoreossnns e
3.1.5. MORITOFING ...ociiieeiiiineeeieeeiieeeite ettt ettt
3.1.6. MANGZEMENL .........cciiieeeesciiinneeeeeeeeieeeeeeieeeeeede e eeaeee e e
3.2. Peralatan Penelitian ............ooiiiue e
3.2.1. Perangkat Keras ........ccccccuieiiiiniieiiieniieeieeeie et
3.2.2. Perangkat Lunak ........ccccoocieiiieiiiiniieiieieeceee e
3.3. Lokasi dan Waktu Penelitian ...........ccoccooiiniiiiiiniiiniiicie,
3.4. Prosedur Percobaan ...........ccccooiiiiiiiiiiiiiiiieeeeeee
3.5. Instalasi dan Konfigurasi .........ccceeceeeviienieeiiienieeieeieecese e
3.6. PENGUJIAN ...oeeiiiiiieciiee e e
BAB IV HASIL DAN PEMBAHASAN .....ooooiiiiieeeeeeee e
4.1. Persiapan Data .........cccceciieeiiiieiiieeciee e
4.2. Tahap Instalasi dan Konfigurasi .........cccceeeeevveneeneniencencnienenn
4.2.1. Instalasi dan Konfigurasi Sistem Operasi Raspbian Buster ......

4.2.2. Instalasi dan Konfigurasi Honeypot Cowrie ............ccccuueeeunen.n.



4.2.3. Instalasi dan Konfigurasi IDS SHOFE .......cccccvveciievienciieiene. 31

4.2.4. Instalasi dan Konfigurasi Kippo Graph ...............ccccccueevvennnnnne. 32
4.3. Tahap Implementasi ..........ccceeeeiieeriieeiiee e 33
4.3.1. Implementasi Honeypot COWFIe ...........cccvueeeecueeeceeeecieeereeennnn. 33
4.3.2. Implementasi IDS SHOFE ......c..occueeeieeciieiieeieeceeeie e 34
4.4. Tahap Pengujian .........ccccceevieeiiienieeiieiie et 34
4.4.1. Pengujian Dengan Teknik Port Scanning ............c.cccouveeuneen... 35
4.4.2. Pengujian Dengan Teknik Bruteforce Attack ........................... 36
4.4.2. Blocking IP Address Peretas ...........cccocvevieeiiiencieeniieeieenieeiens 39
4.5. Analisis Hasil Pengujian .........cccccoeceeviiiiiinieiiieniecieeeeeieeien 40
BAB V PENUTUP ..ot 43
5.1, Kesimpulan ... 43
5.2.5aran coeeeveeiceeee e, ..'..; .................................................. 43
DAFTAR PUSTAKA .......coooiiiiiiieiee e 44
LAMPIRAN |



